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Allmant om anvandning av OPC

OPC ar ett generellt granssnitt for kommunikation med 6verordnade kontroll- och
styrsystem. Med modulen R-CARD M5 OPC kan héndelser i passer- och larmsystemet
anvandas for styrning av belysning, varme och ventilation. Fran 6éverordnat system finns
aven mojlighet att exempelvis pulséppna dorrar, kvittera larm m.m. Forutom maojligheten
till intelligent styrning sé far man ett kostnadseffektivt utnyttjande av enheter och
ledningsnat.

R-CARD M5 OPC har stod for OPC-DA version 2.05 och OPC-AE version 1.02.

e OPC-DA (Data Access) ar en specifikation som skickar data eller text fran en OPC-
server till och fran en OPC-klient. Det ar Data Access-informationen som kontrollerar
och styr dérrar och larmsektioner om man anvander OPC tillsammans med
R-CARD MS5.

e OPC-AE (Alarm & Events) ar den del av OPC servern som skickar larm och handelser
och som kan géra klienten uppmaéarksam pa om nagot hander som den maste agera pa
eller presentera fér operatoéren. Fran R-CARD M5 erhalls via OPC i princip samma
information som syns i handelsefénstret och som lagras i handelseloggen.

Source | Severity | Meszage | Time | Actor D
= RCOSTOPASS 1.UC11 599 Larmomradesstyrning (RCARD, Larmorr .. 11:48:18.000
= RCOSTORASS.1.UCTT 993 Larmomradesstyrning (RCARD, Larmorr .. 11:48:18.000
= RCOSTORASS.1.UCTT 999 Larmorarddesstyreing [FCARD, Larmornr .. 11:43:17.000
= RCOSTORASS.1.UCTT 999 Larmornradesstyreing [FCARD, Larmormr ... 11:43:15.000
— RCOSTOPASS.1.UCITT 999 Larmornrdde frénkopplat Larmorrdde 1.0 11:43:11.000
= RCOSTORASS.1.UCTT 999 Larmornrddesstyreing [FCARD, Larmomr ... 11:43:12.000
= RCOSTOPASS 1.LUCIT 993 Larm Aterstallt Inbratt [B-larm) (1 WK Entr . 11:48:07.000

- RCOSTOPASS 1.RD1Z2 999 D uppbruten &terstalld 11:48:07.000
= RCOSTOPASS1.UCIT 999 Larm aktiverat Inbrott [B-larm] [1 ME Entr... 17:48:06.000
- RCOSTOPASS1.RD1Z2 993 D uppbruten 11;42:06.000

- RCOSTOPASS1.UCIT 999 Larmornrade bllkopplat Laromrdde 110 .. 11:47-52.000
= RCOSTORASS.1.UCTT 999 Larmornrddesstyreing [FCARD, Larmomr ... 11:47:52.000
= RCOSTORASS 11013 999 Inkoppling ingdngfsektion 2Vapenskdp  11:47:26.000  HEbbbbn
= RCOSTORASS.1.1013 993 Larmzektionzztyrning (RCARD, Inkoppla ... 171:47:26.000

Férutom att styra och se status pa dérrar och larmomréden sa finns dven mdjlighet att via OPC och
Alarm and Events se hidndelseloggen. Det som visas exemplet ar dven synligt per enhet pa OPC-taggen
lastevent.

R-CARD M5 med R-CARD M5 OPC-server kan anvandas mot ett flertal olika 6verordnade
system som stddjer OPC, exempelvis Alvis, Citec, Kentima WideQuick, TAC Vista och
Siemens MMB8000. Det kan ocksa anvandas som granssnitt for styrning av vissa typer av
kamerasystem.
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En fastighetsdgare som vill spara energi kan via OPC skicka information fran passage och
larmsystemet till styr och reglersystemet att larmet har blivit tillkopplat och att styr och
reglersystemet ddarmed kan reducera ventilationen, sanka varmen och slacka belysningen i
lokalerna. En vaktare eller administrativ operatér kan exempelvis via OPC fa information
och erhalla majlighet att styra och kontrollera dérrar och larmomraden fran ett 6verordnat
system som stédjer OPC.

Vilka héandelser som ska vara anvandbara i OPC-klienten stélls in i R-CARD M5 enl.
beskrivningen pa sidan 6. | OPC-klienten kopplas dessa handelser (taggar) till symboler och
funktioner.

Forberedelser

Installera R-CARD M5

Installera R-CARD M5 enligt instruktionerna i handboken R-CARD M5 — Installera.
e Vid "Fullinstallation” installeras OPC server automatiskt

e Vid "Anpassad installation” maste OPC valjas under M5 Server.

Kontrollera i Kontrollpanelen > Program och funktioner att "OPC Core Components 2.00
Redistributable” ar installerat.

RaServer méste ha samma identitet (kéras under samma konto) som OPC-servern (RA
OPC Server DA/AE). De ingér i en gemensam programfil. Installationsprogrammet
satter samma identitet pa RaServer och OPC-servern.

OPC-kommunikation sker med DCOM. Normalt skoter installationsprogrammet
DCOM-installningar. Utforlig information finns i Bilaga 2 i handboken R-CARD M5 —
Installera.
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Registrera RaServer som en Windows tjanst

RaServer maste installeras som Windows tjanst om OPC ska anvédndas. Da kan man lata
RaServer starta automatiskt vid start av datorn. Nedanstaende steg gors i R-CARD M5
Server och behéver bara utféras en gang.

1. Klicka pa Start > Kor.
2.  Skriv in sokvéag\raserver.exe /service plus Retur. Exempel pa Kér-kommando:
"C:\Program\RCO Security AB\R-CARD M5\RaServer.exe" /service

@ Observera citationstecknens placering! Véxeln /service instruerar programmet
att sjalv registrera sig i Windows-registret som tjanst.

Man kan dven anvanda Bladdra-knappen for att séka RaServer.exe. Da fylls sokvag
och filnamn automatiskt i av bladdrafunktionen. Lagg sedan till ett mellanslag och
Iservice.

@ Obs: Om RaServers identitet av ndgon anledning senare ska andras, tank pa att OPC
da ocksa maste ges samma identitet.

Registrera OPC

OPC ar licensbelagd och kréver registrering. Registrering beskrivs i handboken
R-CARD M5 — Installera och i hjalpfunktionen i R-CARD M5 (tryck péa F1).

Installningar i R-CARD M5

Aktivera OPC

1. Valj Instéllningar > Installningar.

2. Klicka pa mappen System och vilj Moduler.
3. Pafliken Moduler, markera Aktivera OPC.

4. Klicka pa Verkstill och Stiang.
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Vilja 6nskade OPC-handelser och OPC-larm

Kontrollera installningarna pa de handelser och larmkaraktéarer som ska hanteras i
presentationssystemet. Installningen OPC realtidsexport maste vara markerad och minst
indikeringen Lage maste vara vald for att OPC-taggen ska vara synlig i OPC Server.

1. Valj Installningar > Handelsetyper.

Handelserna ar sammanférda under gemensamma mappar beroende pa handelsetyp.
Klicka pa plustecknet (¥) vid respektive mapp fér att se vilka handelser som ingér.

Handelzedata

- Standardegenskaper
C—EI Darpassager

C_EI Godkanda manowrar
- f Felaktiga frsik

C_EI Owriga ldges-Aamhandelzer
Cﬂ Syztemhandelzer <
Cﬂ Electrolux passhandelser
Eﬂ Electrolus natverkshandelser
EEI Operatorshandelzer

C_EI Serverthandelzer <
-5 Handelsefilter
@ Larmkaraktarer <

+— Handelser som kan anvandas
hittar du i dessa mappar

@ Tips: Tryck pa F1 for hjalp med detta férfarande!

2. For varje handelse som ska rapporteras till presentationssystemet:
a) OPC realtidsexport ska vara markerad.
b) Under Indikering, vilj Lage eller Larmgenererande.

Alternativt, om man vill kunna kvittera larmen fran OPC-klienten véljer man
Larmgenererande med kvittering eller Larmgenererande med kvittering och
I6sen. (Losenord kravs i s fall i R-CARD M5, inte i OPC-klienten.)
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Handelzedata

|_=_|J:E| Ovriga lages-/lamhandelzer

----- D Centralapparat/larmornrade tillkopplad
----- |:| T arnperlarm aktiverat

----- [ D uppbruten

----- [ Diar uppstaid

----- [l Hotlarm aktiverat

----- D Inslagzbeqgranzning aktiverad
----- [l Sabotage

----- [ Do oldst

----- [ DinSppen

----- [ Dirlaskaleslage olist

----- [l Laskohesfel aktiverat

----- [l Dag/nattds i daglage

----- [l Ingéng tilkopplingsfel

..... |:| [rgang aktiv

----- [ Ingéng tilkopplad

= [T 1

[ Arnvand standardegenskaper

@|Larmgenererande ) Atgard | (lngen Etgard) ﬂJ

[ Generera nytt larm fior sarje intraffat lam Gruppram:

v Sparaidatabas |

[~ Wiza handelse i klient handelsefonster Frioritet [1 = Hogst]:

R -
v OPC realtidsexport

| nfarmationstest
|

3. Klicka pa Spara (H).
4. Starta om R-CARD M5 Server-tjansten for att den ska skapa OPC-taggar.

@ Omstart kravs dven om installningar éndras eller enheter tillkommer.




OPC - DRIFTSATTA NAMNKONVENTION FOR OPC-TAGGAR

Namnkonvention for OPC-taggar

<System><Domain><Connection><Unit><Tag>
Fullstandigt kvalificerat namn: <System>.<Connection>.<Type><Address>.<Tag> dar:
e <System> = systemnamnet i R-CARD M5
e  <Connection> = anknytningsnumret i systemet
e <Type>=typ av enhet eller objekt

o RD =dorrmiljo

o  UC =undercentral

o 1O =10-enhet

o ZONE = larmomrade

o IN =larmsektion/ingang. IN245-IN255 motsvarar virtuella ingangar.
e <Address> = enhetsadress

Exempel: RCOSTOPASS.2.RD17 motsvarar dérrmiljo 17 i anknytning 2 i RCOSTOPASS-
systemet.

Pa sidan 11 visas en OPC-struktur pa bild.
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Valja tagguppsattning

Alla larm och lagen har signaler eller varden som bestams av instéllningar i R-CARD M5
under Handelsetyper. Signalerna konverteras till OPC-taggar som tolkas pa olika satt
beroende pa OPC-klient. | R-CARD M5 OPC kan man darfér valja bland tre olika

tagguppsattningar (eller tagsets). Tagguppsattningarna beskrivs nedan.
De flesta av taggarna har variabeltyp VT_UI2 och varde 0-8 (i tagset 0) eller 0-4 (tagset 1).

Teckenmaskade taggar (ucstate, rdstate and iostate) har variabeltyp VT_BSTR (stréng) och
alltid anvander varden 0-8, oavsett tagguppsattning. Se sidan 12, 14 resp. 17.

Aven kommandotaggar (command) for styrning av dérrmiljder och ingéngar &r strangar. |
detta fall anvands dock siffror med motsvarande varden. Se sidorna 15 och 18.

Valj vilken tagguppsattning som ska anvandas med din OPC-klient och ange den enl.
instruktionerna pa sidan 10.

Tagset O: Detaljerade larm- och lagestaggar
Féljande VT_UI2-varden indikerar lage, larm och kvittering i tagguppséttning O:

0 = Osatt eller ej uppdaterat varde eller OPC-export inte aktiverat

1= Larm eller lage inaktivt/normalt

2 = Larm eller lage inaktivt/normalt; larm maste kvitteras (skicka 5 for att kvittera)
3 = Larm eller lage aktivt (behdver ej kvitteras)

4 = Larm eller lage aktivt; larm maste kvitteras (skicka 5 for att kvittera)

5 = Larm aktivt och kvitterat men inte aterstallt

6 = Lage aktivt

7 = Larm aktivt och maste kvitteras med lésenord’ (skicka 5 for att kvittera)

8 = Larm &terstallt och méste kvitteras med l6senord’ (skicka 5 for att kvittera)

1 Losenord kravs endast i R-CARD M5, inte i OPC-klienten.

RCO ?
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Tagset 1: Forenklade larm- och lagestaggar
Féljande VT_UI2-varden indikerar lage, larm och kvittering i tagguppséttning 1:

0 = Osatt eller ej uppdaterat varde, eller kommunikationsavbrott

1= Larm eller lage inaktivt/normalt

2 = Larm eller lage inaktivt/normalt; larm maste kvitteras (skicka 4 for att kvittera)
3 = Larm eller lage aktivt; larm méste kvitteras (skicka 4 for att kvittera)

4 = Larm aktivt men kvitterat (skicka 4 for att kvittera)

Tagset 2 (sallan anvand)
Tagguppsattning 2 anvander endast tva taggar:
e Larm-tagg (xxx, t.ex. alarmstate eller sabtamp): O = inaktivt larm, 1 = aktivt larm

e  Kuvitteringstagg (xxxsign, t.ex. alarmstatesign eller sabtampsign): O = kvitteringskrav,
1 = kvitterat

@ Tagset 2 beskrivs inte i detta dokument. V.v. kontakta RCO Security om tagset 2
behodvs.

Ange vald tagguppsattning i R-CARD M5

1. Oppna konfigurationsfilen RaSettings.ini i t.ex. Anteckningar. | en standardinstallation
hittar du filen i mappen C:\Program Files (x86)\RCO Security AB\R-CARD M5

2. Letafram [OPC]-avsnittet och dandra TagMode till TagMode=0 eller TagMode=1.
3. Spara och stang.

4. Starta om Windows-tjansten RaServer.
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Tags

System
Tag name Var.type Description
lastevent VT_BSTR Most recent event from all units in the system, plus server and

operator events. Senaste hdndelse fran alla enheter i systemet, plus
server- och operatér-hédndelser.

bookingerr VT_UI2 Error in R-CARD M5 BOKA, possibly in the booking file.
systemtime  VT_BSTR System time in this format: YYYYMMDDHHNNSS.
watchdog VT_UI2 Watchdog. Counts up once per minute. Reverts to O after max.

systemstate VT_BSTR  Same as bookingerr.

=g Softing OPC Toolbox Demo Client - O X
File Edit Session View Help

| 72 = &= .S @

Hew Open Save Properties Stop Conhect Start :l

E|© Data Access E|® opcda///RCO.OPC. Server. DA/{SBCEEAS1 -FEDE 479C-B80 4-922BECIBF 274}
EI@ opcda:///RCO.OPC Server. DA/{5B( E-[E] RCOSTORASS
-t group E|E| 1

B ZOME3 Data Access server name:
[E ZONE4 RCO.OPC.Server.DA

[ FRO100
= RO101

= RD201
= rDz02
= rDz03

& proglockstate
& command
e L1
{8 laztevent
{8 apstemtime
48 watchdog

< 3 | OPCServers DA Browse | D4 ltems | AE Browse] AE Events | AE Conditions] Erors I

Ready

Example of a system displayed in OPC.

RO 11



OPC - DRIFTSATTA TAGS

Connections (anknytningar)

Tag name Var. type Description

lastevent VT_BSTR Most recent event from all units in the connection.
Senaste handelse fran alla enheter i anknytningen.?

proglockstate VT_UI2 Current operating mode.
0 = No blocking of programming mode. Programmeringsldge.
1= Change of settings is blocked. Drift/dge.
2 = Programming blocked. Fristdgende driftldge.

command VT_UI2 Sets operating mode. Send 0, 1 or 2 (see above).

Central units (undercentraler)

Tag name Var. type Description
lastevent VT_BSTR Most recent event from the UC-50.

Senaste hiandelse fran undercentralen.’
comerr VT_UI2 Communication error. Kommunikationsavbrott.
sabtamp VT_UI2 Tamper. Sabotage.

Example: RCOSTOPASS.2.UC3.sabtamp
sabinput# VT_UI2 Tamper on input number #. Sabotage pa ingang nr. #.
systemerror VT_UI2 Internal error. Systemfel.
powerlevel VT_UI2 Supply voltage fault. Lag matningsspanning.
batterylow VT_UI2 Battery fault. Batteribackupfel.
ucstate VT_BSTR Status sum (character masked) using the numbers 0 to 8

depending on mode, alarm and acknowledgement.

Position (/= no. of inputs)

1 comerr (kommunikationsavbrott)
2 sabtamp (sabotage/tamper)

3-11 depending on 7 sabinput (sabotage pé ingéng)
3+7 systemerror

4+ powerlevel

pos 5+ / batterylow

To acknowledge, send 5 (tag set 0) or 4 (tag set 1) in the
corresponding position.

2 Example: RCOSTOPASS.2.RD182200511181115151Door closeds
3 Example: RCOSTOPASS.2.UC3120051118111135aTamper alarm activatedx
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TAGS

Door environments (dérrmiljéer)

Tag name

lastevent

comerr

comerrext

sabtamp

sabinput#

unclosed

forced
duress
keylocked
unlocked

open

armed

Var. type
VT_BSTR

VT_UI2
VT_UI2

VT_UI2
VT_UI2

VT_UI2

VT_UI2
VT_UI2
VT_UI2
VT_UI2
VT_UI2

VT_UI2

Function in OPC / description

Most recent event from all door environments (RD).
Senaste handelse fran alla dérrmiljéer.*

Communication error. Kommunikationsavbrott.

Communication error from terminal bus.
Kommunikationsavbrott med terminalbuss.

Tamper. Sabotage.

Tamper on input number #.
Sabotage pa ingang nummer #.

Door open too long. Dérr uppstéalld.

Example: RCOSTOPASS.2.RD31.unclosed

Door forced open. Dérr uppbruten.

Duress alarm/duress code activated. Hotlarm/hotkod aktiverad.
Input limit activated. /ns/agsbegrénsning aktiverad.

Door unlocked. Dérr upplast.

Door open = usually 1. Door closed = normally 6 (tag set 0) or 4 (tag

set 1).

Dérr 8ppen = vanligtvis 1. Dérr stingd = normalt 6 (tagset 0) eller 4

(tagset 1).

Alarm feedback — signal from the alarm system that results in card

readers being blocked for passage when the alarm area is armed. The

signal can go to an individual reader or to the alarm area, thereby
blocking card readers included in the alarm area.

Larméterkoppling. Aterkoppling r signal frén larmsystemet som gor

att kortlidsare sparras for passage om larmomradet ér tillkopplat.

Aterkopplingen kan vara lokal till enskild kortldsare eller som signal till

larmomradet och péverka ingdende kortldsare.

4 Example: RCOSTOPASS.2.RD31820051118133111% Ingress Sven Svensson/MIF
(123456789)asPROX10248312

13
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Tag name Var.type Functionin OPC / description

boltunlock VT_UI2 Latch bolt unlocked/locked. In R-CARD M5 there are two default
settings for latch bolts: locked or unlocked.

o |f default = locked:

o Latch bolt locked =1

o Latch bolt and unlocked = 6 (tag set 0) or 4 (tag set 1)
e |f default = unlocked:

o Latch bolt unlocked =1

o Latch bolt locked = 6 (tag set 0) or 4 (tag set 1)

Lédskolvsldge oldst/last. | R-CARD M5 finns tva grundalternativ fér
ldskolvsldge, ldst eller oldst.

e  Om grundvérdet ar ldst:

o Ldskolvsldge ldst = 1

o Ld&skolvsldge oldst = 6 (tag set 0) eller 4 (tag set 1)
e  Om grundviérdet &r oldst:

o Laskolvsldge oldst = 1

o Lé&skolvsldge st = 6 (tag set 0) eller 4 (tag set 1)

boltfault VT_UI2 Bolt fault. Ldskolvsfel.

rdstate VT_BSTR  Status sum (character masked) using the numbers 0 to 8 depending
on mode, alarm and acknowledgement:

Position (/= no. of inputs)

1 comerr (kommunikationsavbrott)
2 comerrext (komm.-avbrott p4 terminalbuss)
3 sabtamp (sabotage/tamper)

4-11 depending on / sabinput (sabotage pd ingdng)
4+ unclosed

5+/ forced

6+ / duress

7+ 7 keylocked

8+ / unlocked

9+ / open

10 +/ armed

To acknowledge, send 5 (tag set 0) or 4 (tag set 1) in the
corresponding position. Example: RCOSTOPASS.2.RD3.rdstate =
005000000000 acknowledges a tamper alarm from door 3.
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Tag name Var.type Functionin OPC / description
command VT_BSTR  Door control. The most recent command stays in effect until a new
one is sent.

Doérrldgesstyrning. Senaste kommando gaéller tills ndsta kommando
skickas.

Send string command "x,p" to control the door:
X p

0 = stop forced function (avs/uta forcerad
eller dsidoséttande funktion)

1 = unlock door (function ‘Door unlocked’) Time in sec. or -1=infinite
2 = do not require PIN (function ‘Card only’) Time in sec. or -1=infinite
3 = block the door (function ‘Block door’) Time in sec. or -1=infinite

6 = require card & PIN (function ‘Card & PIN’) Time in sec. or -1=infinite
14 = require only PIN (function ‘PIN code only’)  Time in sec. or -1=infinite
128 = button opening 1

129 = button opening 2

130 = unlock door with time code (tidkod) Time in sec. or -1=infinite
131 = door locked®

Example: RCOSTOPASS.2.RD3.command = 1,30 unlocks the door for
30 seconds.

5 With older card readers, users lock the door by pressing *0* on the keypad. On newer units, users select
Lock door or Reset door.

Pa éldre kortldsare lasas d6rren genom att sla *0* pa knappsatsen. Pa nyare enheter véljer man Lds dérr eller
Aterstill dorr.
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Example
Item | W alue | [uality | TimeStamp |
= ACOSTOPASS.1.RD12IN252 slamstate 1 GOOD 113702207
& ACOSTORASS 1.RD12IM252 amerror 0 GOOD 113702207
= RCOSTOPASS 1.RD1ZINZ52 alamiype 0 GOOD 113702207
# RACOSTOPASS.1.RD12IM252 command GOOD 113702207
& RCOSTORPASS.1.RD12.IN252 excluded 0 GOOD 11:37.02.207
= ACOSTORPASS 1.RD1ZIM248 slamstate 1 GOOD 113702207
& ACOSTOPASS.1.RD1ZIMN248 armerror 0 GOOD 113702207
= RCOSTOPASS. 1.RD12IN248 slamtype 0 GOOD 11:37.02.207

= RCOSTOPASS.1.RD12.IM248. command GOOD 11:37.02. 207

= RCOSTOPASS 1.RD12IM248 excluded 1] GOOD 11:37.02. 207
= RCOSTOPASS. 1.RDT2IM254. alarmstate 3 ] GO0D 10:51:37.000
® RCOSTOPASS 1.RD12IM254. arnerrar 1 GOOD 10:47:51. 566
[' RCOSTOPASS. 1.RDT2IMN254. alarmtype 18 ] GOOD 10:51:37.000
= RCOSTOPASS.1.RD12IM254. command 1] BaD 14813270
= RCOSTOPASS 1.RDT2IMN254 excluded 1] GOOD 1:37:02.207
[' RCOSTOPASS . 1.RD1Z lastevent 20180122.1. R0 25201 302011051 3750an uppbiruten® ] GOOD 10:51:37.000
= RCOSTOPASS.1.RD1Z sabtamp 1 GOOD (07:30:00.000
® RCOSTOPASS.1.RD1Z dstate 0010000000000 GOOD 07:30:00.000
& RCOSTOPASS . 1.RD 2 command GOOD 11:37.02. 207

Card reader 1:12 with alarm "Door forced open” (tag set 1). IN254.alarmstate has changed from 1to 3 and
alarmtype has changed from 0 to 18, which corresponds to "Door forced open”. (See list of alarm types on
page 18.)

Kortldsare 1:12 med larm “Dérr uppbruten” (tagset 1). IN254.alarmstate har véxlat frén 1till 3 och alarmtype har
véixlat frén O till 18, vilket motsvarar larmkaraktér "Dérravkénning uppbruten.” (Se lista pg larmkaraktérer pa
sidan 18.)
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TAGS

170 units

Tag name Var. type
lastevent VT_BSTR

comerr VT_UI2
sabtamp VT_UI2
sabinput# VT_UI2

Description

Most recent event from IO-50xx and TEL-50.
Senaste hindelse fran /0-50xx och TEL-50.

Communication error. Kommunikationsavbrott.

Tamper. Sabotage.

Tamper on input number #.

Sabotage pa ingang nummer #.

DIO-5084 1:13 at rest. DIO-5084 1:13 i vila.

iostate VT_BSTR Status sum (character masked) using the numbers 0 to 8 depending
on mode, alarm and acknowledgement.
Position (/= no. of inputs)
1 comerr (kommunikationsavbrott)
2 sabtamp (sabotage/tamper)
3-10 depending on / sabinput (sab. pé ingdng)
To acknowledge, send 5 (tag set 0) or 4 (tag set 1) in the
corresponding position.
Example
[term | Y alue | Cluality | TimeS tamp | Result
= RCOSTOPASS 11013 IM252 alarmstate 1 GOOD 11:03:01.937
RCOSTORASS 11013 IM252. armerror 0 GOOD 11:0301.927
RCOSTORASS 1.1013IM252. alarmtype 1] GOOD 11:.02:01.937
RCOSTORASS 1.1013IM252 command GOOD 11:03:01.937
RCOSTORASS 11013 IM252 excluded 0 GOOD 11:03:01.927
RCOSTORASS 11013 IM248 alarmstate 1 GOOD 11:0301.927
RCOSTORASS 1.107131M248. armerror ] GOOD 11:03:01.937
RCOSTORASS 1.10131M248 alamibype 0 GOOD 11:03:01.937
RCOSTORASS 1.1013.1M248 command GOOD 11:0301.927
RCOSTORASS 1.10131M248 excluded 1] GOOD 11:.02:01.937
RCOSTORASS 11013 IM1. alarmstate 1 GOOD 11:03:01.937
RCOSTORASS 1.1013M1. armerror 0 GOOD 11:03:01.927
RCOSTORASS 1.1013M1 alarmtype 0 GOOD 11:0301.927
RCOSTORASS 1.10131M1 . command GOOD 11:03:01.937
RCOSTORPASS 1.1013M1 . exciuded 0 GOOD 11:03:01.937
RCOSTORASS 1.1013.IM5. alarmstate 1 GOOD 11:0301.927
RCOSTORASS 1.1013IME armerror 0 GOOD 11:0301.927
RCOSTORPASS 1.1013IM5 alarmtype 0 GOOD 11:03:01.937
RCOSTORASS 1.1013 M5 command GOOD 11:03:01.927
RCOSTORASS 11013 M5 excluded 0 GOOD 11:0301.927
RCOSTORASS 11071 3 lastevent BaD 11:02:01.937
RCOSTOPASS 1.1013 sabtarmp 1 GOOD 11:03:01.000
RCOSTORASS 1.101 3 instate 01 GOOD 11:03:01.000
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TAGS

Inputs (ingangar)

Tag name Var. type Description

alarmstate VT_UI2 Alarm status. See information about alarm and status tags on
pages 9-10. To acknowledge, send 5 (tag set 0) or 4 (tag set 1).

alarmtype VT_UI2 Alarm type. See “Alarm types” below.

armerror VT_UI2 Arming error (tillkopplingsfel).

command VT_BSTR Input control. The most recent command stays in effect until a new
one is sent.

Styrning av ingangsldge. Senaste kommando géller tills ndsta

kommando skickas.

Send the string command "x,p" where:
x =7 = bypass input/section.
p = 0—4 as below.

excluded VT_UI2 Bypassed. Bortkopp/ad.

0 = Not bypassed (e/ bortkopplad)
1= Bypassed, returning (bortkopplad, dtergéende®)
2 = Bypassed until next arming (#i/l nédsta tillkoppling’)
3 = Permanently bypassed (bortkopplad permanent?)
4 = Bypassed until enabled (#i// tillkoppling)

Alarm types and events (larmkaraktirer och -handelser)

0 = Normal

1 = Intrusion (B-alarm) (/nbrott)

2 = Intrusion, verified (A-alarm) (/nbrott, verifierad)
3 = Fire, nonverified (brand)

4 = Fire, verified (brand, verifierad)

5 = Duress alarm (hot/arm) — all types

6 = Trouble alarm (bréklarm)

7 = Sabotage open circuit (sabotage default)

8 = Sabotage manipulation (manipulering)

9 = Sabotage short circuit (sabotage kortslutning)
10 = Sabotage tamper (sabotage tamper)

11 = Sabotage comm. interrupt (komm.-avbrot?)

6 Sa snart ingangen slutar att larma kommer den att kopplas in och kan generera larm pa nytt.

7 Ingangen larmar inte forran den blivit frankopplad och sedan pa nytt tillkopplad. Om ingangen fortfarande

ligger i larmlage sa bortkopplas den pa nytt.

8 Ingdngen kommer inte att fungera igen férréan den manuellt kopplas in.
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TAGS

12 = System error (system fault, battery fault) (systemfel, batteribackupfel)
13 = Alarm transmission failure (/farmsédndningsfel)

14 = Line fault PSTN (/injefel PSTN)

15 = Line fault GSM (/injefel GSM)

16 = Mains failure (natfel)

17 = Battery backup failure (batteribackupfel)

18 = Door forced open (dérr uppbruten)

19 = Door propped open (dérr uppstélld)

20 = Fire fault (brandfel)

21 = Medical alarm (medicinskt larm)

22 = Gas alarm (gas/arm)

23 = Temp. too high (vertemperatur)

24 = Water alarm (vatten/arm)

25 = Emergency (akutlarm)

26 = Sprinkler alarm (sprinklerlarm)

27 = Freeze alarm (fryslarm)

28 = Sabotage siren (sabotage siren)

29 = Unspecified alarm (ospecificerat larm)

30 = Sabotage (general) (Sabotage generell?)

31 = Line fault (general) (/injefel generellt)

32 = Keypad error limit (inslagsbegrénsning)

33 = Detector fault (detektorfel)

34 = Fault (general) (fe/ generellt)

35 = Latch bolt fault (/dskolvsfel)

56 = Arming error (tillkopplingsfel)

57 = Armed with error (tillkopplat med fel)

58 = Automatic armed/disarmed alarm area (automatiskt till-/frankopplat larmomrade)
59 = Automatic alarm transmission test (automatisk larmdéverféringstes?)
60 = Manual alarm transmission test (manuell larméverféringstes?)
61 = System date/time changed (system datum/tid éndrad)

62 = Bypass/enable section (koppla bort / koppla in sektion)

63 = Armed/disarmed alarm area (ti//-/frankopplat larmomrade)

64 and above correspond with user-defined alarm types (/armkaraktérer) in the system.
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TAGS

f

Examples

Iterm W alue | [luality Timestarmp

= RCOSTORASS 110712 IM252, alarmstate 1 GOOD 11:02:01.937
= RCOSTOPASS 110713 1MN 252, armerror 1] GOOD 11:02:01.937
= RCOSTORASS 110132 IM252 alarmtype 1] GOOD 11:02:01.937
= RCOSTORASS 11073 1M 252, command GOOD 11:02:01.937
= RCOSTOPASS . 1.10713.1M 252, exciuded 1] GOOD 11:02:01.937
= RCOSTORASS 110132 IM248 alarmstate 1 GOOD 11:02:01.937
= RCOSTORASS 1,101 1M 248, armerror ] GOOD 11:02:01.937
= RCOSTORASS 1.1012.1M248 alarmtype ] GOOD 11:02:01.937
= RCOSTOPASS . 1.1073.1MN 248, c:ommand GOOD 11:02:01.937
= RCOSTOPASS 1.10713.1M 248 exciuded 1] GOOD 11:02:01.937
= RCOSTORASS 1.1072.1M1 . alarmstate 3 GOOD 11:15:45.000
= RCOSTORASS 1.1072.0M1 . armermor ] GOOD 11:02:01.937
= RCOSTORASS 1.1013. 1M1, alarmtype 1 GOOD 11:15:45.000
= RCOSTORASS 1.1012.0M1 . command 1] BaD 11:12:18.920
= RCOSTORASS 1.1013.M1 excluded 1] GOOD 11:02:01.937

DIO-5084 1:13 with alarm on input 1 (IN1). IN1.alarmstate changed from 1to 3 (tag set 1) and IN1.alarmtype

changed from 0 to 1, which corresponds to ”Intrusion (B-alarm)”.

DIO-5084 1:13 med larm p& ingéng 1 (IN1). IN1.alarmstate har véxlat frén 1till 3 (tagset 1) och IN1.alarmtype har

véxlat frén O till 1 ddr 1 motsvarar "Inbrott (B-larm)".

[tem | Yalue | Cuality Tirne5tamp R
= RCOSTOPASS 1.1013.IMN252 alamstate 1 GOOD 11:03:01.937
= RCOSTOPASS 1.1013.IMN252 armermar o GOOD 11:03:01.937
= RCOSTOPASS 11013 IM252 alamtype o GOOD 11:03:01.937
# RCOSTOPASS 11012 IN252 command GOOD 11:02:01.937
# RCOSTOPASS 11013 IN252 excluded o GOOD 11:03:01.937
= RCOSTOPASS . 1.1013.N248 alamistate 1 GOOD 11:03:01.937
= RCOSTOPASS 1.1013.IMN248 armermar o GOOD 11:03:01.937
= RCOSTOPASS 11013 IM248 alamtype o GOOD 11:03:01.937
= RCOSTOPASS 1.1013.IN248 command GOOD 11:03:01.937
# ACOSTOPASS . 1.1013.IN248 encluded 1] GOOD 11:02:01.937
[ # RCOSTOPASS . 1.1013.IN1. alarmstate 2 ] GOOD 11:15:45.000
= RCOSTOPASS . 1.1013.IMT. amerror o GOOD 11:03:01.937
= RCOSTORASS 1.1013.IN1. alamitype 1 GOOD 11:15:45.000
= RCOSTOPASS . 1.1013.IM1. command o EaD 111218920
= RCOSTOPASS . 1.1013.IN1. excluded o GOOD 11:03:01.937

DIO-5084 1:13 with the same alarm as in the above example, except the input’s sensor has returned to normal.

IN1.alarmstate has switched to 2, which means that the alarm is inactive but requires acknowledgement.

Acknowledge alarmstate 2, 4, 7 or 8 by sending 5 (tagset 0) or 4 (tagset 1).

Har visas DIO-5084 1:13 med /arm enligt exempel ovan men dér detektor pa ingangen atergatt. IN1.alarmstate
har véxlat till 2, vilket betyder att larmet &r inaktivt men kréver kvittering. Alarmstate med vérde 2, 4, 7 eller 8

kvitteras genom att skicka 5 (tagset O) eller 4 (tagset 1).

RCO
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Itern | "alue | [uality | TimeStamp |
= RCOSTOPASS . 1.1013.IM252 alamstate 1 GOOD 1710301937
= RCOSTOPASS. 110132 IM252. armerrar 0 GOOD 1710301937
= RCOSTOPASS.1.1013.IN252 slarmivpe 0 GOOD  11:0301.937
= RCOSTOPASS.1.10132.1M252 command GOOD 1710301937
= RCOSTOPASS.1.10132.IM252 excluded 0 GOOD 1710301937
= RCOSTOPASS.1.1013.1M248 alarmsztate 1 GOOD 1710301937
= RCOSTOPASS.1.1013.1M248. armerrar 0 GOOD 1710301937
= RCOSTOPASS. 110713 IN248 slarmivpe 0 GOOD 1710301937
= RCOSTOPASS.1.10132.1M248. command GOOD 1710301937
= RCOSTOPASS.1.1013.1M248 excluded 0 GOOD 1710301937
= RCOSTOPASS.1.1013.IM1. alarmstate 1 GOOD 111545000
= RCOSTOPASS.1.1012.1M1. armerror 0 GOOD 1710301937
= RCOSTOPASS.1.1013.1M1. alarmtvpe 1] GAoD 111545000
= RCOSTOPASS.1.1013.IN1. command 7.3 ] GAoD  11:2222.081
= RCOSTOPASS.1.1013.1M1. excluded 3 GOOD 112222077
= RCOSTOPASS.1.10712.IM5. alarmstate 1 GOOD 1710301937
= RCOSTOPASS.1.10712.IM5. armerror 0 GOOD 1710301937
= RCOSTOPASS. 11013 IM5. alarmitype 0 GOOD 1710301937
= RCOSTOPASS.1.1013.INS.command GOOD  11:0301.937
= RCOSTOPASS.1.10132.IM5. excluded 0 GOOD 1710301937
= RCOSTOPASS. 11013 lastevent 201801 22.1.10135201 3020111222088 artkoppling ingéng...  GOOD  11:22:20.000
= RCOSTOPASS.1.10713.sabtamp 1 GOOD  17:0301.000
= RCOSTOPASS. 11012 iostate 01 GOOD  17:0301.000

Command 7,3 was sent in order to permanently bypass input 1 (IN1) on DIO-5084 1:13. IN1.excluded changed

to 3, which corresponds to bypassed.

Command 7,3 har skickats fér att permanent bortkoppla ingéng 1(IN1) pd DIO-5084 1:13. IN1.excluded har

véxlat till 3, vilket motsvarar bortkopplad.
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Virtual inputs (RD.INxxx, 10.INxxx och UC.INxxx)

En virtuell ingéng &r en logisk koppling mellan en héndelse (t.ex. kommunikationsavbrott)
och larmsystemet. Kopplingen goér att handelsen kan generera ett larm.

238 dooropen Dérravkanning 6ppen (dérrmiljber)

239 usersumi Summalarm1 valfria larm (central med narvaroomraden)

240 usersum?2 Summalarm? valfria larm (central med narvaroomraden)

241 usersums3 Summalarm3 valfria larm (central med narvaroomraden)

242 usersumé4 Summalarm4 valfria larm (central med narvaroomraden)

243 boltfault Dorr laskolvsfel (dérrmiljoer)

244 keylocked Inslagsbegransning aktiverad (dérrmiljéer)

245 gsmerr Line fault GSM (/injefel GSM pé& centraler med larmuppringare)
246 pstnerr Line fault PSTN (/injefel PSTN pé& centraler med larmuppringare)
247 syserr System error (systemfel pg centraler). Parameters:

eventtype,eventparam

248 comerr Communication error (kommunikationsavbrott pd centraler)
Parameter: unit
249 Irmsend Alarm transmission failure. Sum of all types of alarm transmissions.

Larmséndningsfel pa centraler med larmuppringare. Summa for alla
typer av larméverféringar.

250 battery Battery backup failure (batteribackupfel pa centraler med
batteribackup).

251 power Mains failure (ngtfel ps centraler med batteribackup)

252 tamper Sabotage tamper sum (summa av alla sabotagelarm ps enheter)

253 unclosed Door propped open (dérr uppstélld pé dérrmiljer)

254 forced Door forced open (dérr uppbruten pg dérrmiljéer)

255 duress Duress alarm (hotlarm/hotkod pa dérrmiljéer)
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Example

[tem Yalue | Cluality TimeStamp

= RCOSTORASS . 1.RD1ZIMZ52 alarmstate 1 GOOD 11:37.02.207
= RCOSTOPASS 1.RD1ZIM252 armernmor 1] GOOD 11:37.02.207
= RCOSTORASS 1.RD1ZIMZ5Z alarmiype 0 GOOD 11:37.02.207
= RCOSTOPASS . 1.RD12IM252 command GOOD 11:37.02.207
= RCOSTORASS . 1.RD12IM252 excluded 1] GOOD 11:37.02.207
= RCOSTORASS . 1.RD1ZIM248 alarmstate 1 GOOD 11:37.02.207
= RCOSTOPASS 1.RD12IM248 armemor 1] GOOD 11:37.02.207
= RCOSTORASS . 1.RD1ZIM248 alamiype 0 GOOD 11:37.02.207

® RCOSTORASS 1.RDI2IN248 command GOao 11:37:02.207
® RCOSTORASS 1.RDZIN248 encluded O GOao 11:37:02.207
® RCOSTORASS 1.RDI1ZINZS. alarmstate 1 GOao 16:40:22.000
® RCOSTORASS 1.RDIZINZ54. armerrar 1 GOao 10:47:51.556
® RCOSTORASS 1.RDI1ZINZSd. alarmtype 0 GOao 16:40:22.000
® RCOSTORASS 1.RDIZINZSd.command 0 BaD 10:46:19.270
0

® RCOSTORASS 1.RDI2INZ54. exncluded GOao 11:37:02.207
® RCOSTORASS 1.RD12 lastevent 201801221 RD1 2620190201 1047505T ilkopplingsfel p&ing...  GOOD 10:47:50.000
® RCOSTORASS 1.RD12.sabtamp 1 GOao 07:30:00.000
® RCOSTORASS 1.RD1 2 rdstate 001 000aaa00aa GOao 07:30:00.000
® RCOSTORASS . 1.RD 2 command GOao 11:37:02.207

Card reader 1:12. Note the virtual inputs IN248 and IN252. Virtual inputs can show internal alarms such as
communication error and tamper/sabotage.

Kortlésare 1:12. Observera virtuella ingdangarna IN248 och IN252. Virtuella ingdngar kan visa interna larm som
kommunikationsavbrott och tamper/sabotage.
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Zones, alarm areas (zoner, larmomréden)

Tag name Var. type Description

state VT_UI2 Alarm status.
0 = Alarm disarmed (frdnkopplad)
1= Arming warning (t//lkopplingsvarning)
2 = Timeout when waiting for verification from
inputs/sections after arming
3 = Delayed feedback (férdréjd dterkoppling)
4 = Alarm armed (tillkopplad)
5 = Timeout when waiting for feedback after disarming
7 = Walk test
8 = Service mode

anyalarmactivated VT_UI2 Any alarm activated.

armingerror VT_UI2 Arming error.
0 = Arming in progress. (When arming begins, the value is set
to 0. A little later it changes to one of the other values.)
Tillkoppling sker. (Om man startar tillkoppling sétts
vardet till 0. Lite senare évergar den till ndgot av de andra
vérdena.)

1= Armed, no error (tillkopplad utan fel)
2 = Armed with error; input bypassed (ti/lkopplad med fel;
ingéang bortkopplad)
3 = Arming error; not armed (t//lkopplingsfel; ej tillkopplad)
depzonenr VT_UI2 If the alarm area is dependent on another alarm area,

depzonenr shows that alarm area’s primary key in the database
table Zones; otherwise 0.
Om larmomréadet &r beroende av ett annat larmomrade

(direktstyrt eller villkorsstyrt) visar depzonenr det
larmomradets nyckel i databastabellen Zones; i annat fall O.
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Tag name Var.type Description

command VT_UI2 Alarm status control.
0 = Toggle alarm area. (Véx/a mellan till- och frénkoppling.)
1= Arm (tillkoppla) alarm area.
2 = Disarm (frdnkoppla) alarm area.

3 = Disarm alarm area automatically (internal; unavailable in
OPC).

4 = Not used. Anvénds inte.

5 = Return to normal mode (resets walk test, service mode).

6 = Set alarm area to walk test mode.

7 = Set alarm area to service mode.

8 = Reset detectors after alarm.

9 = Reset detectors after alarm requiring manual intervention.
10 = Reset outputs after alarm.

11 = Reset/silence siren after alarm or arming error. Also
selectable when logging in on alarm control panel.
Aterstéll/tysta siren efter larm/tillkopplingsfel. Aven
valbar vid inloggning i mandéverpanel.

12 = Reset/silence arming error OR valid access in door after
arming error in alarm area. Aterstill/tysta tillkopplingsfel
ELLER passage pa dorrmiljé efter feltillkoppling av
larmomréde.

13 = Not used. Anvénds inte.

255 = Invalid operation when modifying action.
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Examples

[kerm Walue | (uiality TimeStarmp ResL

= RCOSTOPASS. 1. 20MET. command ] GOOD 16:05:14.571

= RCOSTORPASS. 1. Z0MET state 0 GOOD 16:05:00.554

= RCOSTOPASS 1.20MET anpalarmactivated 0 GOOD 16:05:00.554

= RCOSTORASS. 1. Z0MET. armingarrar 1 GOOD 16:05:00.554

= RCOSTORPASS 1. 20MET. depzanenr 0 GOOD 16:05:00.554
Alarm area 1 at rest.
Larmomrade 1/ vila.

[tem | Y alue | Luality | TimeStarp | Fes

= RCOSTORASS 1.20ME1.command 1 GOOD 16:07:59.936

= RCOSTORASS . 1.Z0MET state 4 GOOD 16:08:00. 453

= RCOSTOPASS 1. Z0MET. anpalarmactivated 1] GOOD 16:05:00.554

= RCOSTORASS 1. Z0MET. amingerror 1 GOOD0 16:08:00.433

= RCOSTORASS.1.Z0MET. depzonetr 1] GOOD0 16:05:00.554
Alarm area 1 armed. ZONEf1.state has changed from O to 4.
Larmomrade 1 tillkopplat. ZONET.state har véxlat fran O till 4.

[beri | " alue | [Juality TimeStamp Re:

= RCOSTOPASS .1 .Z0MET. command 1 GOOD 16:22:30.500

= RCOSTORPASS . 1.2Z0MET state GOOD 16:22:31.390

= RCOSTORPASS 1.20MET. arwalarmactivated 1 GOOD 16:22:45.304

= RCOSTORPASS.1.Z0MET. armingerrar 1 GOOD 16:22:31.390

= RCOSTOPASS 1. 20MET. depzonenr ] GOOD 16:05:00.554
Alarm area 1 armed and active. ZONE1.anyalarmactivated changed from O to 1.
Larmomrade 1 tillkopplat och larmande. ZONE?1.anyalarmactivated har véxlat fran O till 1.

[tem | Y alue | Cluaality | TimeStamp | Res

= RCOSTORPASS 1.20MEN . command 1 GOOD 16:40:40.711

= RCOSTOPASS . 1.20ME1 state 0 GOOD 16:40:51.367

= RCOSTORPASS 1.20MEY . anyalarmactivated 1 GOOD 16:40:40.726

= RCOSTOPASS . 1.20ME1 amingerrar 3 GOOD 16:40:50.744

= RCOSTOPASS 1. Z0ME1. depzanerr ] GOOD 16:05:00.554
Alarm area 1disarmed with arming error. ZONE1.armingerror has changed from 1 to 3.
Larmomréde 1 frankopplat med tillkopplingsfel. ZONE1.armingerror har véaxlat frén 1till 3.
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